


Introduction

On 26 January 2015, the Islamic State of Iraq and the Levant 
(ISIL) announced the establishment of the Khorasan Prov-

ince of the Islamic State (IS), which was said to encompass “Af-
ghanistan, Pakistan, and other nearby lands.”1 On 23 June 2015, 
IS proclaimed the formation of its Caucasus Province, which 
would encompass the Caucasus.2

Both proclamations came in recognition of the fact that jihadists 
loyal to IS were already operating in these regions and had been 

recruits in both regions. While a large number of Afghans, and 
yet larger numbers of Pakistanis, were active jihadists in what 
IS termed Khorasan, and jihadists remained in the Caucasus as 

and Iraq with links to the two regions. In September 2015, the 
Russian Security Service, FSB, reported that an estimated 2,500 
Russian citizens had gone to Syria to join IS or other jihadist 

of whom were Russian-speakers.3 In August 2016, Russia’s Pros-
ecutor General Yuriy Chaika announced that 3,500 Russian na-
tionals had joined IS or other jihadist groups in the Middle East. 
But, he noted, hundreds of them were currently returning home.
The reason for their return was that the war in Syria and Iraq was 
going badly for IS. US-led air strikes in Iraq had allowed ground 
forces to recover substantial territory, while Russian air strikes 
in Syria had resulted in similar gains for security forces there.5

-
where. For many, this means going home to the Caucasus or Cen-

War,’ , 23 June 2015; citing an audio statement by IS spokesman Abu Muhammad 
al-Adnani on the same day. Available at: www.longwarjournal.org/archives/2015/06/islamic-state-
spokesman-calls-on-other-factions-to-repent.php. (Accessed: 01 August 2016).

2016).

 Moscow Times -
eral-3500-russians-have-joined-middle-east-terror-groups-53217 (Accessed: 6 August 2016). See also 
Caucasian Knot web site, 17 March 2016, citing Vladimir Makarov, deputy head of the Chief Depart-
ment for Combating Extremism of the Russian Ministry of Internal Affairs (MVD), which includes the 

to join IS and similar jihadist groups. Available at: www.kavkaz-uzel.eu/articles/279282 (Accessed: 
02 August 2016).

5 Washington Post, 10 June 2016. Available at: www.washingtonpost.com/news/worldviews/
wp/2016/06/10/islamic-state-has-lost-this-much-territory-in-iraq-and-syria-this-year/ (Accessed: 02 



tactics they have learnt in Syria and Iraq. While the Caucasus and 
Central Eurasia have faced jihadist terrorism in the past, these 
regions have largely been spared one of the tactics successfully 
employed by IS and its predecessor, Al-Qaida in Iraq (AQI), that 
is, attacks on the energy infrastructure. 

Terrorist groups targeted the energy industry long before the rise 
of Al-Qaida and IS. Such attacks were a powerful means through 
which to put pressure on foreign governments and multinational 
corporations with an interest in the oil and gas producing regions. 
This also entailed targeting national governments dependent on 
such international connections for their economic and political 
survival. Other armed groups have also carried out attacks on the 
energy industry, for a variety of reasons including unaddressed 
local grievances, environmental extremism, theft of oil or gas 
for black market sales, blackmail, kidnapping, piracy, and sepa-

out in the United States back in 1899 by what became known as 
the Montecito Mob. Montecito was a suburb of Santa Barbara, 
California. When an oil company began to construct an offshore 
oil derrick outside Montecito against the wishes of the locals, 
a mob of upstanding citizens attacked the rig and demolished 
it.6 Attacks on energy infrastructure have since taken place for a 
variety of reasons in numerous oil and gas producing regions of 
the world, including the United States, Mexico, Colombia, Ven-
ezuela, Guatemala, Ecuador, Britain, Nigeria, Angola, Algeria, 
Georgia, Lebanon, Saudi Arabia, Pakistan, India, Indonesia, and 
Burma.7

By comparison, jihadist groups only gradually recognized the 
potential in targeting energy infrastructure facilities in the coun-
tries in which they were operating. In fact, Usama bin Ladin’s 
declaration of jihad in August 1996 against the United States 
took the opposite stance. In bin Ladin’s declaration of war, he 
claimed that with regard to Saudi Arabia’s abundant oil reserves, 
the “American crusader forces” controlled the country’s “oil 
policy determining the quantities of oil to be produced and set-
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ting the prices which suit their own economic interests 
ignoring the country’s economic interests.” Yet bin La-
din ruled against the destruction of the oil industry since 
this would be “detrimental to the economic interests” of 
Saudi Arabia and the Gulf states.8 However, after the US-
led invasions of Afghanistan and Iraq, his views changed 

Usama bin Ladin argued that “the biggest reason for our 
enemies’ control over our lands is to steal our oil, so give 
everything you can to stop the greatest theft of oil in his-
tory from the current and future generations in collusion 
with the agents and foreigners.” Indeed, bin Ladin asked 
his followers to “focus your operations” on oil and the oil 
industry, especially in Iraq and the Gulf.9

By then, a jihadist scholar called Shaykh Abdullah bin 
Nasser al-Rashid (also known as Abdelaziz bin Rashid 

on the energy sector. He had prepared a fatwa (a formal religious 
verdict on a matter of Islamic law) called The Laws of Targeting 
Petroleum-Related Interests and a Review of the Laws Pertain-

. The verdict was then reviewed and 

2005.10 Shaykh Abdullah bin Nasser al-Rashid argued that the 
targeting of oil facilities was a legitimate objective in economic 
jihad, a type of warfare that targeted the heart of the enemy’s 
economy. What he proposed was economic war against the West, 
with the additional effect of undermining the credibility of the 
local governments. Economic jihad, as Shaykh Abdullah bin 
Nasser al-Rashid envisaged it, consisted of a campaign of strate-
gic sabotage, the purpose of which was to bring about rising oil 
prices, supply shortages, rising insurance costs, damage to the 
economic reputation of the United States and the West, and at 

8 Usama bin Ladin (1996) 
Holy Mosques; Expel the Heretics from the Arabian Peninsula, 23 August 1996. Translation as per 

Depose the Tyrants
Translation reprinted in Lawrence, B. (ed.), Messages to the World: The Statements of Osama bin 
Laden. London: Verso, 2005), p. 272.

10 Evan Kohlmann, E. (2006) Al-Qaida in Saudi Arabia: Excerpts from “The Laws of Targeting 
Petroleum-Related Interests” (Global Terror Alert web site, www.globalterroralert.com, now defunct). 
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Shaykh Abdullah bin Nasser al-Rashid wrote:

There are four types of oil related interests:

• Oil Wells: The targeting of oil wells is not permitted as long  
 as an equally powerful alternative exists. This is because the  
 negative consequences of such an operation outweigh the  

• Oil Pipelines: These are among the easiest targets to attack.  

• Oil Facilities: These are not to be targeted if they are  
 privately owned by a Muslim.

• Individual Leaders from the Petroleum Industry: These are 
-

erations far outweigh the disadvantages11.

to Usama bin Ladin’s 1996 declaration of jihad, Shaykh Abdul-
lah bin Nasser al-Rashid explained that “at this time, the costs of 

12

Yet, there were plenty of other potential targets. Conveniently 
-

ies), transmission (pipelines), storage (terminals), and distribu-
tion (pipelines, ships, trucks, railroads) facilities, almost all were 
vulnerable to attack. By the time of the fatwa, attacks against the 
energy sector were already taking place throughout the territories 
in which Al-Qaida was then carrying out active operations. In 
fact, an attack had already occurred in 2002 on the oil tanker MV 
Limburg off the coast of Yemen. The attack resulted in a reduced 
level of shipping in the Gulf of Aden, a tripling in insurance pre-

the Yemeni economy.13

Attacks on energy sector targets really took off in 2003. AQI 

and occupation of Iraq. Oil and gas pipelines were hit frequently 
and repeatedly. Electric power transmission lines were also tar-

11 Kohlmann, Al-Qaida in Saudi Arabia: Excerpts from “The Laws of Targeting Petroleum-Related 
Interests.”

12 Ibid.
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geted, resulting in frequent and often sustained electric-
ity blackouts. Some power outages were the result of at-
tacks on other targets, as oil was set ablaze and the heat 
melted nearby transmission lines, the immediate cause 
of the power outages. Rocket-propelled grenades of the 

-
ons against pipelines, storage tanks, and other facilities 
which would burn if breached and set alight. When pipe-

had to stop too, and shortages emerged in gasoline, kerosene and 
other oil products. Attacks also took place against pumping sta-

tanker trucks and trains were targeted too, as were export termi-
nals and ports, gas stations, petrochemical factories, and admin-
istrative facilities such as those of the Iraqi Oil Ministry which 
incorporated the Iraq National Oil Company (INOC). Regional 
oil companies such as North Oil Company, based in Kirkuk, and 
South Oil Company, based in Basra, were frequently attacked as 
well. Oil wells were also targeted, despite bin Ladin’s advice, 

industry workers were attacked and killed, both at work and 
when travelling to or from work by minibus. Following the rul-
ing of Shaykh Abdullah bin Nasser al-Rashid, terrorists targeted 

bombers attacked the Al-Basra Oil Terminal (ABOT) and an oil 
-

age, yet resulted in the terminal being shut down for two days. In 
the second attack, the suicide bombers attempted to sail a dhow 
with explosives against the offshore Khor Al-Amaya Oil Termi-
nal (KAAOT). Although the terminal largely escaped damage, it 
was shut down for a day. The shutdowns reportedly resulted in 
a loss of nearly US$28 million in lost revenues.15 Nonetheless, 

pipelines that fed ABOT.16

Repeated attacks also took place against the Kirkuk–Ceyhan Oil 

Security and Terror-
ism Research Bulletin Iraq Pipeline Watch: Attacks on 
Iraqi Pipelines, Oil Installations, and Oil Personnel. Potomac, Maryland: Institute for the Analysis of 
Global Security (IAGS), 27 March 2008.

16 Luft, Iraq Pipeline Watch
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Pipeline (also known as the Iraq–Turkey Crude Oil Pipeline). 
This pipeline carried exports to the Ceyhan Terminal, which was 
an important export port in Turkey. The attacks were successful, 
and within a few months, oil exports through the pipeline was 
halted. This reportedly cost the Iraqi government over US$8 bil-
lion in lost revenue.17

At times, energy industry equipment was deployed in other types 
of attacks. In 2006 and 2007, AQI carried out multiple attacks us-
ing improvised chlorine tanker trucks in a crude attempt of chem-
ical warfare. Stolen fuel tankers were rigged with conventional 
explosives. When detonated by suicide bombers, the chlorine gas 
was released, causing casualties among those exposed.18

By then, jihadists had begun to attempt attacks against the en-
ergy industry in other theaters of jihad as well. In February 2006, 
there was an attack against the Abqaiq oil processing 
facility in Saudi Arabia. A team of suicide attackers in 
three vehicles attempted to penetrate the perimeter of the 
facility. Tactically, the operation failed. Yet, the strategic 

-
put of two-thirds of Saudi Arabia’s crude oil production. 
News of the attack accordingly resulted in an increase 
in crude oil prices of around US$2. This global effect 

three vehicles.19

In September 2006, four suicide attackers targeted two oil ter-

in Al Mukalla, Yemen’s primary export terminal in the Gulf of 
Aden. The second targeted Block 18 in Ma’rib province, east of 
the capital Sanaa. Neither was successful, and the impact was 

20 Yet there was little 
doubt that the operations had been inspired by the more success-
ful operations elsewhere.

In January 2013, Al-Qaida-linked terrorists led by Mokhtar Bel-
mokhtar took hundreds of expats and Algerian workers hostages 
at the Tigantourine gas facility at In Amenas, Algeria. Operated 
by Algerian state oil company Sonatrach, In Amenas was the 

18 US Department of Defense, press release, 6 June 2007 (www.defense.gov); Robert Jones, R.; B. 
-

tional Weapon,’ , 11(2), pp. 151-6.

20 Ibid., p. 8. The attacks took place on 15 September 2006.
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largest wet gas development project in Algeria. After four 
days, Algerian security forces raided the site, in an effort 
to free the hostages. Almost forty foreign hostages were 
killed along with an Algerian security guard. The plant 
shut down for a period after the attack, and it had to be 

suits occurred on the question of whether the companies 
involved had failed to protect their employees properly.21

The In Amenas operation was carried out before IS rose 
to prominence and announced its caliphate. IS emerged 
out of AQI, which was initially led by the late Jordanian 
jihadist Abu Musab al-Zarqawi, who declared allegiance 

name several times, known from 2006 as the Islamic State of 
Iraq (ISI; Dawlat al-’Iraq al-Islamiyyah). Since 2010, it has been 
led by Ibrahim Awwad Ibrahim Ali al-Badri, commonly known 
as Abu Bakr al-Baghdadi. In April 2013, AQI again changed its 

the Islamic State of Iraq and the Levant (ISIL, Dawlat al-Islami-
). However, due to internal rivalries, 

-
claimed the re-establishment of the Caliphate, under Abu Bakr 
al-Baghdadi as Caliph Ibrahim, who, described as a descendant 
of the Prophet Muhammad, claimed rule over all Muslims world-
wide.22

IS did not ignore the potential of operations against energy in-
frastructure. Algeria was one of the new provinces that IS pro-

23

21 Wojtanik, A. (2015) Mokhtar Belmokhtar: One-Eyed Firebrand of North Africa and the Sahel. 
West Point: Combating Terrorism Center, pp. 20-21. The attack commenced on 16 January 2013.

22 See, e.g., Alexander, Y., and M. S. Swetnam (2012), Al-Qa’ida: Ten Years After 9/11 and Beyond. 

Ibrahim,’ The Cairo Review of Global Affairs 19, pp. 66-75.

-

Abu Bakr al-Baghdadi on 13 November announced the expansion of the Islamic State to “new coun-
tries, to the countries of the Haramayn, Yemen, Egypt, Libya, Algeria.”
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Strategic sabotage

Strategic sabotage of the kind envisaged by Shaykh Abdullah 
bin Nasser al-Rashid was by no means a new invention. Dur-
ing the Second World War, clandestine allied forces such as the 
British Special Operations Executive (SOE) carried out sabotage 

Eisenhower, Supreme Allied Commander of the Allied Expedi-
tionary Force in Europe, wrote to Sir Colin Gubbins, head of the 
SOE, on the achievements of the organization in coordinating 
resistance movements and supporting sabotage operations in oc-
cupied Europe: “I consider that the disruption of enemy rail com-
munications, the harassing of German road moves and the con-
tinual and increasing strain placed on the German war economy 
and internal security services throughout occupied Europe by the 
organized forces of resistance, played a very considerable part 

 Without strategic sabotage, 

means certain.

Shutdowns and other disruptions in the energy industry 
will often have a severe effect on local and national econ-
omies. Attacks of this kind do not only result in the loss 
of human and non-human capital. Upstream attacks and 
breaches in energy supply will have a cascading, nega-
tive downstream impact. The downstream impact will af-
fect other types of critical infrastructure, including those 

Market volatility will in turn lead to higher investment 
costs, including in the energy industry. Shutdowns and 

spiraling effect that impacts on all aspects of modern in-

capital resources into protecting human and non-human 
assets will reduce resources available for production. In 
addition, protective measures will result in higher insur-
ance premiums and travel, transport, and shipping delays which 
in turn will cut into resources that would be better used for pro-
duction of essentials.

Finally, the risks posed by terrorism should not be regarded as 
limited to a single, national population and economy. The cas-

SOE in France: An Account of the Work of the British Special Operations 
Executive in France 1940-1944
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cading effect of attacks on upstream infrastructure is likely to 
have an impact on downstream populations, regardless of na-
tional borders.25 -
ready some years ago. In 2011, an Egyptian jihadist group which 
subsequently announced its name as Ansar Jerusalem carried out 
repeated attacks on the Arish-Ashkelon Pipeline, a submarine 
gas pipeline connecting the Arab Gas Pipeline from Egypt to Jor-
dan with Israel. The fact that the pipeline supplied Israel with 
Egyptian natural gas caused particular anger in Egypt, which was 
the immediate cause of the repeated attacks. As an effect of the 
disruptions, natural gas deliveries to both Israel and Jordan were 
suspended.26 This resulted in higher prices for electricity in Israel. 
However, there was also an immediate cascading impact on Jor-
dan, since in Arish, there was an important junction of the Arab 
Gas Pipeline which supplied Jordan, further downstream. The 
impact did not go unrecognized. Ansar Jerusalem, by then bet-

allegiance to IS as the organization’s Egyptian branch, its Sinai 
Province.27 In January 2016, the Sinai Province of IS announced 
that it again had attacked the pipeline that carried gas to Jordan, 
as well as to a major industrial zone in north Sinai. In a message 
posted on Twitter, the Sinai Province explained its rationale. “By 
the name of God, not a drop of gas will reach Jordan until the 
Caliphate gives its permission,” the statement said.28

Such sentiments were older than IS, and echoed those already 
voiced in Russia’s southern Urals in 2011. There, an appeal call-
ing Bashkir and Tatar youth to jihad was posted by one Yagafar 
Tangauri on the Kavkaz Center website, the main website of the 
Caucasus Emirate terrorist group.29 By then, the Kavkaz Center 
website had already published several statements on the southern 
Ural mountains region, with particular emphasis on Bashkor-
tostan and Tatarstan where a province of the Caucasus Emirate 

25 Rosner, K. (2003) Security Challenges for the 21st Century: Protecting Critical Energy System 
Infrastructure (CESI), working paper, Stockholm Conference, 19 May 2003, p. 10.

26 Ansar Jerusalem, If You Return (to Sins), We Shall Return (to Our Punishment), video, Shumukh 

New York Times

(Accessed: 03 August 2016). The group swore allegiance to IS on 10 November, and IS leader Abu 
Bakr al-Baghdadi accepted the group on 13 November, after which it changed its name to Sinai Prov-
ince on its Twitter feed.

Middle East Eye web site, 8 Janu-
ary 2016. Available at: www.middleeasteye.net/news/linked-militants-claim-attack-sinai-pipeline-

29 Kavkazcenter web site, 12 February 2011, (www.kavkazcenter.com).



had been proclaimed.30 After a few statements about God and the 
Prophet Muhammad, Tangauri told his audience that the region’s 
“factories produce nothing but stink and radiation and belong to 
Moscow Jewish oligarchs” and that “you are forced to travel to 
Russia to work as slaves.” Tangauri continued with a call for ac-
tion: “Therefore it is up to you. Will you humiliatingly accept 
facts or will you yourself humiliate the non-believers and put 
truth in its place. Return the stolen. Undermine their economy in 
our territory. Do not let them remove oil and gas, do not let them 

-
derground nuclear explosions, and do not let tax collectors move 
undisturbed on our roads. ... Today a group of Muslims will take 

choice.” Tangauri ended his call thus: “Peace and Blessing upon 
the Prophet and upon all those who follow him until the Day of 
Resurrection!”31 Tangauri thus combined Islamic zeal and sepa-

-
tem and polluting industries, simultaneously invoking religion, 
nationalism, environmentalism, and anti-capitalism.

Nonetheless, the main rationale for attacking the energy industry 
32

attacks on Nigeria’s pipelines resulted in losses estimated at a 
value of US$6 billion. Neither should human losses be discount-
ed.33 The attacks on Nigerian infrastructure were not the work 
of jihadists, but a jihadist group, Boko Haram, was active in the 
country. In March 2015, IS announced that it had accepted Boko 
Haram as its West Africa Province, following the Boko Haram 

earlier.

The likelihood of jihadists targeting energy infrastructure in the 
Caucasus and Central Eurasia

There is an unbroken line between the emphasis on the energy 
sector as proclaimed by Al-Qaida founder Usama bin Ladin, the 
fatwa that urged attacks on the oil industry by Shaykh Abdullah 

30 Kavkazcenter web site, 26 January 2011, 1 February 2011 (www.kavkazcenter.com).

31 Kavkazcenter web site, 12 February 2011 (www.kavkazcenter.com).

Perspectives on the Politics of Energy in the Middle East and Beyond,’ -
ism 37(8), pp. 619-37.

, 1 February 2016.

August 2016). IS announced its acceptance on 12 March, following Abubakar Shekau’s pledge of 
allegiance on 7 March 2015.



bin Nasser al-Rashid, the numerous attacks on Iraq’s oil industry 
by Abu Musab al-Zarqawi and his successor Abu Bakr al-Bagh-
dadi, and the proclamation of IS and a Caliphate by the latter. 
Unsurprisingly, attacks on energy infrastructure have taken place 
within all provinces of IS. It is likely that more such attacks will 
take place, including in regions where IS was not previously op-
erational. This is the chief danger to the energy industry from IS’ 
expansion into the Caucasus and Central Eurasia.

(d. 2016), a former Pakistani Taliban commander, who together 
with several other Pakistani Taliban including leading ones from 
Pakistan’s Khyber Agency and Peshawar swore allegiance to IS 

35 It was accordingly not surprising that the 
primary base of Khorasan Province became this part of Pakistan, 
as well as adjoining provinces of Afghanistan. Besides, in Sep-

led Islamic Movement of Uzbekistan (IMU), whose leader Us-
mon Ghazi (real name Abdunosir Valiyev; d. 2015), on 6 August 
2015 formally swore allegiance to IS and accordingly joined 
Khorasan Province.36 IMU was originally formed to bring jihad 

argued that Khorasan Province was “a gate to re-conquering all 
these regions [once Sunni regions of Iran, Afghanistan, the Cen-
tral Asian republics, Chinese Xinjiang, Pakistan, and India] until 
they are ruled once more by Allah’s law”.37 There is little doubt 
that the Khorasan Province leadership has designs on the territo-
ries of Central Eurasia.

Does this mean that they also plan to attack energy infrastruc-

nor his Uzbek ally Usmon Ghazi proclaimed such an intention, 
and indeed Khorasan Province remains a marginal jihadist move-
ment in Afghanistan. Neither did Rustam Asildarov (also known 
as Amir Abu Muhammad Kadarskiy38), who was appointed head 
of the IS Caucasus Province, express such intentions. However, 
the modus operandi for attacking energy infrastructure is already 
established in the region. Several attacks on energy infrastructure 
35 International Business Times

36 Dawn
declare-support-for-islamic-state/print (Accessed: 06 August 2016); RFEL (2015) IMU Declares It Is 

-

Dabiq

Caucasus Emirate Dispute,’ Eurasia Daily Monitor, 12(120).



North Caucasian jihadists continued to carry out attacks, 
in particular on oil and gas pipelines.39 The Afghan Tali-
ban frequently carried out attacks on electricity transmis-
sion towers, thus cutting electricity supplies from the 
Central Asian republics to northern Afghanistan and Ka-
bul. The Taliban also repeatedly cut cables or damaged 
transmission towers linking the Kajaki Dam, one of Af-
ghanistan’s most important hydroelectric power genera-
tors, to consumers in the southern provinces of Helmand 
and Kandahar.
were aware of those successful operations, even if they 
did not participate in them. For these reasons, it is hard 
to avoid the conclusion that the expansion of IS into the Cauca-
sus and Central Eurasia may represent a threat to critical energy 
infrastructure in the region. While attacks against energy facili-
ties are not necessarily as spectacular – and bloody – as attacks 
against defenseless civilians, the long-term effects on the local 

to a greater share of the population, thus increasing resentment 
against and reducing the credibility of local government. In ef-
fect, the situation might then become comparable to the one that 
Usama bin Ladin described, already in his 1996 declaration of 
jihad, as the cause of resentment that would pave the way for 
bringing young men to jihad: “People have been greatly preoc-
cupied with matters of their livelihood. Talk of economic decline, 
high prices, massive debts, and overcrowded prisons is wide-
spread and endless in society. Low-income employees will talk 
to you about their debts… Major traders and contractors will talk 
to you about the debts owed to them by the state… People are 
wondering: Is ours really the largest oil exporting country?”

Several states in the region face problems resulting from poor 
governance. In addition, many are in effect rentier or semi-rent-
ier states, that is, states characterized by the relative absence of 
revenue from domestic taxation, since they export resources or 
license their development to foreign parties and their abundant 
natural resources preclude the need to extract income from their 
citizenry. Their economies are for this reason often dedicated to 
the extraction of one or a few natural sources of wealth. This de-

-
line System,’ 
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pendence means that rentier states and semi-rentier states are far 

economies.  As Usama bin Ladin noted, even being the largest 
oil exporting country in the world does not necessarily mean that 
the population feels safe from economic decline.

Increasing economic hardship would aggravate the situation fur-
ther. Resentment and feelings of injustice might indeed pave the 
way for jihadist takeover, as bin Ladin foresaw early in his ca-
reer. Even so, Al-Qaida focused its struggle on what it referred 
to as the far enemy, that is, the United States and the West, and 
regarded the establishment of a caliphate as a long-term objec-
tive. IS too advocates terrorist attacks against the West, but its 

priority is the near enemy, that is, local government in 
Muslim-majority lands. IS’ proclamation of a caliphate 
showed that its focus was the here and now, not the dis-
tant and future. Utilizing the resentment which bin Ladin 
recognized as a key factor for jihadist success, IS attracts 
those who feel underprivileged yet hope to achieve tan-
gible power. In effect, IS attracts those who wish for local 

power at the expense of existing elites, and regard the jihadist 
ideology as the legitimization of their demands. These feelings 
are part of the explanation why so many Muslims leave the West 
to join IS. They believe that IS will empower them, and give 
them a better life than can be hoped for at home, and that IS at the 
same time will enable them to reinvent themselves as heroes for 
the faith. Local power and privilege is surely the just reward for a 
hero, so resentment against elites, a wish for action, a heroic nar-
rative, and the desire for material rewards are in no way mutually 
exclusive drivers.  However, the same drivers exist in the Cau-
casus and Central Eurasia as well, and possibly more so, because 
of the poor governance and economic hardships that characterize 
some of the regional states. Like the aforementioned Tangauri, 
the IS recruits may combine Islamic zeal with a call for action 
against the economic system and elite power structures. If so, 

Security and 
Terrorism Research Bulletin 6, pp. 26-32, on pp. 26-7.

of the Contemporary Jihadist,’  1.
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Concluding remarks

While the best proactive defense of critical energy infrastructure 
would be an intelligence-led protection system,  most states 
dedicate far more resources to physical defenses. For instance, 
it has become common to counter terrorist attacks against en-
ergy facilities by establishing pipeline exclusion zones (PEZs), 
consisting of perimeter defenses in the form of layers of berm, 

prone regions are often buried for protection, as was the case 
with the Baku-Tbilisi-Ceyhan (BTC) oil pipeline. Surveillance 
can be arranged via drones and by armed patrols, with a special 
emphasis on exposed points and locations from which terrorists 
might launch rocket-propelled grenades.

Vulnerable facilities do not only include pipelines, 
pumping stations, storage facilities, and terminals. River 
crossings may be particularly exposed, even if the pipe-
line otherwise is protected. It takes longer time to repair 
critical junctions, in particular if custom-made parts need 
to be replaced. Furthermore, the emphasis on the oil and 
gas industry does not preclude terrorist interest in other 
types of energy industry facilities. That nuclear facilities 
may be targeted is well known, and such facilities are of-
ten well protected. However, the shutdown of any major 
power generation station will cause power shortages and 
non-nuclear plants are often less protected, which means 
more vulnerable. The same can be said for power transmission 
lines.

This is not the place to provide a list of vulnerable energy indus-

to conclude that the economic prospects of the two regions to a 
large extent depend on the safeguarding of existing energy in-
frastructure. While the Baku-Tbilisi-Ceyhan (BTC) oil pipeline 
and, for natural gas, the South Caucasus Pipeline (SCP), both of 

-

natural gas, the Central Asia-China Pipeline Project, running 
from Turkmenistan via Uzbekistan and Kazakhstan to China may 
well offer vulnerabilities that tempt terrorists.  The energy sector 
contains an abundance of soft targets, and the fact that successful 
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Vulnerable facilities do 
not only include pipelines, 
pumping stations, storage 
facilities, and terminals. 
River crossings may be 
particularly exposed, even 
if the pipeline otherwise is 
protected. It takes longer 
time to repair critical 
junctions, in particular if 
custom-made parts need to 
be replaced. 



attacks on pipelines also may harm Western, Russian, and Chi-
nese interests – as consumers – in addition to those of Turkey, 
Georgia, Armenia, Azerbaijan, and the Central Asian republics 
– as consumers, transit countries, and producers – would appeal 
to jihadists.

Finally, there is the issue of cyber attacks. Electronic infrastruc-
ture may well be vulnerable as well. While the cyber threat 
should not be neglected, it will not be further examined here. 
As of the time of writing, there is no evidence that IS has car-
ried out any cyber attacks against energy infrastructure. Even so, 
there may be sympathizers in the region with the required skills. 
In particular if they enjoy insider access, an individual with the 
required skills and commitment to IS ideology may be prompted 
to attempt cyberterrorism. A skilled insider might be able to shut 
down a facility or cause a release of hydrocarbons which could 
cause environmental damage or, if ignited, result in explosions 
and severe collateral damage.

The energy sector contains an abundance of soft targets, and the 
fact that successful attacks may cause substantial damage and 
disruptions will appeal to jihadists. Although IS has not yet car-
ried out acts of terrorism against energy infrastructure targets in 
the Caucasus and Central Eurasia, the likelihood of such attacks 
taking place at a future time is not negligible.


