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2.2 Sweden

Michael Fredholm

Explanatory note: the opinions expressed herein are exclusively those of
the author and do not necessarily represent those of the Swedish govern-
ment

Population: 9,684,858 (31/05/2014)228

Area: 528,447 km2 229

GDP per capita: SEK 379,300 (2013)230

Projection of economic growth: N/A.
Membership in international organisations
(military organisations):

EU (since 1995)

Size of armed forces: 19,995, additional to 20,596 in Home Gu-
ard units (31/12/2013)231

Table 4: Basic information about Sweden
Michael Fredholm

2.2.1 Perceived threats

Landscape of concepts

Sweden has not published any security relevant concepts. It is lacking a
national security concept, as well as a foreign policy concept.

There is also no authorised security strategy or defence strategy. There is
not even a white book or a green book dealing with national security.
Threats are usually not faced with published concepts, but rather pragmati-
cally, depending on the specific situation. Coming closest to a security con-
cept is the Military Strategic Doctrine (MSD 12), issue 2012, being the only

228  Statistics Sweden, <www.scb.se>.
229  Ibid.
230  Ibid.
231  Website of the armed forces, <www.forsvarsmakten.se>.
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document mentioning hybrid warfare and hybrid threats as a concept. The
Military Strategic Doctrine’s priorities are primarily relevant for interna-
tional operations and ICCM. In reality, the Military Strategy Doctrine is
probably not oriented towards territorial defence.232

The concept of hybrid power projection or of hybrid threats is not addressed
much in Sweden, one of the reasons being the military planning process.
Since hybrid warfare covers effectively everything from conventional warfare
to terrorism to organised crime and cyber threats, it is difficult for the armed
forces to plan their strength and size for such threats. Furthermore the Swe-
dish armed forces lack the ability to react properly to the many types of hy-
brid threats. Many domestic threats have to be dealt with by other Swedish
authorities, such as the police while, in an international context, they have to
be mastered together with other states or organisations.

The Military Strategic Doctrine (MSD 12) only briefly and without details
mentions hybrid warfare and hybrid threats as a concept of modern warfare:233

Because of the difficulty of making a clear distinction between irregular and
regular warfare and the realisation that the simultaneous application of both
types of use of force will pose a constantly growing challenge in the future, the
term of “hybrid warfare”, also expressed as “hybrid threat”, becomes more
frequently used. Basically it is a concept in which actors, regardless of their
status, have access to regular military capabilities as well as to the whole spec-
trum of the use of force, which are usually related to irregular warfare (an ex-
ample of hybrid warfare is the war of the Hezbollah against Israel in 2006).234

Hybrid warfare is understood to be that warfare which combines different
strategies, tactics and fighting methods within the same conflict (area). It

232  The Swedish government on 25 June 2015 issued a directive on a reinforced focus on
territorial defence in the period 2016 to 2020.

233  The main proponent of this concept within the armed forces is Dr. Håkan Gunnerius-
son at the defence university in Stockholm.

234  Armed forces, Military Strategic Doctrine with doctrinaire reasons. Editione 2012,
M7739 354023, p. 29. Translated from the Swedish language.
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takes account of the effects of globalisation: communication has become
more important and qualified weapon systems are easier to acquire. Hybrid
warfare can be regarded as a further development of the concept of “irreg-
ular warfare” with the increased usage of modern technologies. It requires
the ability of regular and irregular, but also unconventional warfare.235

Special operations keep up with the increased relevance of counterinsur-
gency, with irregular and hybrid warfare steadily gaining significance.236

However, for international operations, the armed forces require the compe-
tence to cooperatively face irregular enemies and hybrid threats and addi-
tionally  also  the  competence  for  regular  warfare.  This  regular  warfare  is
necessary in a wide range of operations, regardless of the type of enemy.237

Furthermore,  Sweden is not very well  positioned in terms of its  operative
whole of government approach in an institutional context – as far as this is
known from public information. Several Swedish ministries, departments
and authorities are responsible for the protection against hybrid threats and
the defence against them. Yet those authorities are independent of each
other and not fully coordinated.

Identifying possible hybrid threat actors

In the public debate, Sweden has not identified any actual enemies with the
capability of hybrid power projection.

However there are foreign state actors such as foreign intelligence services
(for example in Russia; see appendix North Stream Project, Chapter 5.1)
and non-state conflict actors in Sweden (in terrorism and in organised
crime) who have potential capacities.

235  Ibid., p. 29. Translated from the Swedish language.
236  Ibid., p. 30. Translated from the Swedish language.
237  Ibid., p. 134. Translated from the Swedish language.
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When performing international missions in failing states or in regional con-
flicts, Sweden is also confronted with insurgents and terrorist groups that
use hybrid threats (for example in the case of Afghanistan; see appendix).

The use of Weapons of Mass Destruction (WMD) by terrorists and IT-
threats have also been identified as potential hybrid threats, although this is
not mentioned in all official documents. Perhaps extremist actors and in-
ternational terrorism such as Al-Qaeda can be included in this group.

Protection of critical infrastructure

The Swedish assessment of threats regarding critical infrastructure is devel-
oped multidimensionally. There are several national cooperation projects
for the protection of critical infrastructure. However, there are no security
concepts mentioning hybrid threats.

One of the important actors is the Swedish Civil Contingencies Agency
(MSB).238 The MSB’s  duty  is  the  improvement  of  social  capacities  and  as-
sisting preparation for and prevention of emergencies and crises.

Further important actors are:

The Counter-Terrorism Co-operative Council

The National Centre for Terrorist Threat Assessment (NCT)

The cooperation project “National Cooperation Council against Se-
rious IT Threats” (NSIT)

The cooperation project “National Cooperation Council against Se-
rious IT Threats” (NSIT)

The Cooperation Project against Hazardous Substances (SOFÄ)

238  Myndigheten för samhällsskydd och beredskap, <www.msb.se.>.
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The Counter-Terrorism Co-operative Council is a partnership between
fourteen Swedish authorities with the objective of strengthening Swe-
den’s ability to combat terrorism. The Council held its first assembly in
February 2005. The Council is chaired by the Director-General of the
Swedish Security Service. Also represented on the council are the high-
est officials of the national police, armed forces, intelligence services,
Civil Contingencies Agency (MSB), coastguard, customs, radiation pro-
tection and so on.239

Serving under the Counter-Terrorism Co-operative Council is the Na-
tional  Centre  for  Terrorist  Threat  Assessment  (NCT).  The  NCT  con-
sists of representatives of the intelligence services and the security ser-
vice. The duties of the NCT involve the creation of strategic analyses
about incidents, trends and external developments in the context of
terrorism, that affect or could affect Sweden or Swedish interests.240

The cooperation project “National Cooperation Council against Serious
IT Threats” (NSIT) is a cooperation between the Security Service, the
armed forces and the intelligence services. The cooperation project held
its first session in December 2012. NSIT analyses and assesses threats
and weaknesses and takes precautionary measures in cases of severe or
qualified IT threats against the most important national interests.

Expert groups work on specific projects. The tasks are executed on be-
half of the particular agencies and do not include any additional powers.
NSIT  does  not  act  against  cyber  criminality  such  as  financial  fraud  or
distributed denial-of-service (DDoS) attacks against websites.241

239  Samverkansrådet mot terrorism, Counter-Terrorism Co-operative Council: Website of
the Security Service, www.sakerhetspolisen.se; Säkerhetspolisen, Årsrapport 2013, p. 15.

240  Nationellt centrum för terrorhotbedömning, National Centre for Terrorist Threat
Assessment: Website of the Security Service, <www.sakerhetspolisen.se>.

241  Samarbetsprojektet Nationell samverkan till skydd mot allvarliga IT-hot: website of the
MSB. < www.msb.se>; Säkerhetspolisen, Årsrapport 2013, p.12.
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Serving under the MSB is the Cooperation Group for Information Security
(SAMFI), a partnership between the national police, the Security Service,
the armed forces, the intelligence services and so on.242

Also below the MSB is the Cooperation Project against Hazardous Sub-
stances (SOFÄ). This cooperation project is just a national forum and a
reference group without additional powers, though it is an important ex-
pert group and plays a part in preparedness.243

Nevertheless, these different agencies are independent of each other and
are not coordinated. Furthermore, their areas of responsibility are highly
limited and they are not in control of the activities within their area. In the
institutional context, there is no permanent inter-ministerial task group,
there are only cooperation projects; in times of crisis temporary task groups
are called in on an ad hoc basis (see appendix on the North Stream Project,
chapter 5.1).

A further aspect in the protection of critical infrastructure is energy securi-
ty. Sweden depends on imports of petroleum and petroleum products. Oil
companies, large scale industry and power plants are required to ensure the
emergency  supply  of  crude  oil  and  petroleum  products  in  quantities  that
correspond to 90 days of normal consumption. The EU and the Interna-
tional Energy Agency (IEA) will decide the use of that emergency supply
on the basis of international treaties. In the event of a crisis, these organisa-
tions will allocate the petroleum between the member states. Sweden does
not exercise an independent control of this central crude oil storage.

Since Sweden consumes scarcely any natural gas, there are no similar pre-
cautions for emergency natural gas storage.244

242  Samverkansgruppen för informationssäkerhet: website of the MSB, <www.msb.se>.
243  Samverkansområdet Farliga Ämnen: website of the MSB, <www.msb.se>.
244  Statens energimyndighet: Hur trygg är vår energiförsörjning? En översiktlig analys av

hot, risker och sårbarheter inom energisektorn 2006 (Eskilstuna: Statens energimyn-
dighet, Reference ER 2007:06, published 2007), p. 23 and 25.
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2.2.2 Operations and Interactions

Cooperativeness between governmental authorities

The orientation of Sweden’s security policy is characterised by a strong
culture of cooperation. The domestic actors are forced to cooperate and to
find a consensus. However it is not much developed in its whole-nation
institutional context and the formal-structural cooperation between minis-
tries is not very strong – as far as it can be assessed. Yet Sweden does have
an actual whole-nation approach in national cooperation projects. This
approach is shaped pragmatically and functionally, but it is not operational-
ised. In the event of an actual crisis, the cooperation would depend on
practical and ad hoc approaches.

However, there is indeed cooperation. Ministries are bound by administra-
tive law to cooperate with each other.245 But there are only a few formalised
intersection points for a joint situation assessment, should protective
measures be required.

The actual willingness to cooperate cannot easily be assessed. Since there
are only a few documents on this topic, pragmatic approaches are neces-
sary. Practical experience with historical crises shows that cooperation will
take place, though there are only a few formal preparatory arrangements
between the relevant actors.

Security Cluster Approaches

In Sweden several different ministries, departments and authorities are
responsible for protection against hybrid threats and, in the case of their
deployment, also for defending against them. However, these authorities
are independent and not fully coordinated, although they are obliged to
cooperate. Furthermore their areas of responsibility are highly limited and
they exert no actual control over the activities within their area.

245  (Swedish) administrative law from 1986, § 6.
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A usual approach is, as always, based on pragmatic ad hoc solutions. This
would also allow for supporting the armed forces and, in return, getting
support from other emergency organisations such as the police and the
coast guards. Unfortunately the seeking of ad hoc solutions of course means
that the security cluster approaches are not well established.

Intersection points between state and non-state actors

Intersection points between state and non-state actors are,  as  far  as it  can
be assessed, not strongly defined or developed today. Exercises, like those
common during the Cold War, take place rarely or not at all.

Joint situation assessment

A nationwide threat analysis, based on a whole-nation approach, with a joint
situation overview and a joint situation interpretation of state and non-state
actors, is missing – as far as can be assessed – in many areas of responsibil-
ity. However, Sweden has an actual whole-nation approach in national co-
operation projects, such as the projects regarding the protection of critical
infrastructure. Hence relevant whole-nation elements can be identified in
Sweden, but they are not institutionally manifested. Institutional structures
for a joint situation assessment are missing.

Joint protective measures

Since a whole-nation threat analysis is lacking in most cases, joint protec-
tive measures cannot be very strong – as far as can be assessed.

2.2.3 ICCM

Interdependent effects regarding ICCM involvement in the operational area

In the operational area, only the armed forces have knowledge of a concept
of hybrid power projection, which is however limited to warfare. The pos-
sibility of a hybrid threat within another range of responsibilities in the
operational area has barely been identified, but it does exist (for example in
Afghanistan; see appendix).
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The Military Strategic Doctrine (MSD 12), which is de facto mainly relevant
for international missions (and possibly only de jure germane to territorial
defence), mentions hybrid warfare and hybrid threats as being relevant in
the operational area.

However, for international missions, the armed forces need to have the
ability to face irregular enemies and hybrid threats in cooperation with oth-
ers, in parallel with the ability to conduct regular warfare. This regular war-
fare is necessary to different extents, regardless of the type of enemy.246

The phrase “in cooperation with others” has a pragmatic meaning in this
context. In this way, for example, Sweden’s willingness to join ICCM mis-
sions in close connection to NATO is possible.247

Interdependent effects regarding an ICCM involvement in the sending state

The possibility of a hybrid threat in the sending state, as a reaction to the
involvement in ICCM is – as far as can be assessed – rated as not pressing.
But there are such possibilities, as explained in the appendix on Afghani-
stan.

Integration in security organisations

Considering the few existing documents on hybrid threats, it is hard to
assess whether Sweden rates the protection against hybrid threats primarily
as a national or an international duty. Sweden’s traditional non-aligned sta-
tus and policy of neutrality make the assessment yet more difficult. As
mentioned, the Military Strategic Doctrine (MSD 12) considers prepared-
ness for ICCM, for example in close collaboration with NATO or other

246  Armed forces, Military Strategic Doctrine with doctrinaire reasons. Editione 2012,
M7739 354023, p. 29. Translated from the Swedish language.

247  For a discussion see Gauster, Markus: Whole of Nation Ansätze auf dem Prüfstand.
Ein neues Paradigma im internationalen Krisenmanagement? []Whole-of-nation con-
cepts on trial. A new paradigm in the international crisis management?] Vienna 2013,
p. 67ff.
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security organisations. It can however be evaluated that the identification
and mastering of hybrid threats is primarily seen as a national duty in Swe-
den.

2.2.4 Conclusions

The concept of hybrid power projection or hybrid threats is not addressed
strongly in Sweden – as far as it can be assessed. In large part, this can be
explained through Sweden’s lack of willingness to phrase formal strategy
documents for the non-military area. The concept therefore increases the
difficulties for the armed forces.

Since hybrid warfare involves everything from conventional warfare to
terrorism to organised crime and cyber threats, it is difficult to plan the
prospective strength and size of armed force for these threats. Furthermore
the Swedish armed forces lack the ability to react properly to all the various
kinds of hybrid threat without the assistance of other emergency organisa-
tions.

In Sweden several different ministries, departments and authorities are
responsible for protection against hybrid threats and, in the event of their
deployment, also for defending against them. The formal-structural coop-
eration between ministries  is  not very strong – as  far as  can be assessed -
yet Sweden has an actual whole-nation approach in national cooperation
projects and a traditional culture of cooperation. This approach arises from
the typical Swedish consensual orientation; but it is not operational. Fur-
thermore the authorities are independent and not fully coordinated. Even
so their areas of responsibility are highly limited and they are not in control
of the activities within their area.

So far, Sweden has not publicly identified any enemies with the capability
of hybrid power projection. However, there are foreign state actors (for
example Russia) and non-state conflict actors in Sweden (terrorism and
organised crime) with the potential capacity. In ICCM the possibility of a
hybrid threat was also rarely identified, but it does exist (as for example in
the case of Afghanistan).


